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Abstract 

 
Transactions done online everyday are generating terabytes of information data. Securing this information over the 

internet is a challenging task. Cryptography plays a major role in securing this data and providing confidentiality to 

authenticated and genuine users. Various parameters such as encryption time, decryption time, memory              

consumption, weakness and strengths are to be evaluated before choosing the right algorithm. IoT devices are    

constrained in their resources. Light weight cryptographic algorithms are meant for such resource constrained   

devices. This paper gives a comparative study of  few light weight cryptographic algorithms. This paper also      

discusses the encryption and decryption of data collected from IoT sensor and their performance evaluation 
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1. Introduction 

 

The number of devices connected over the   

internet is increasing day by day. Trillions of 

these devices generate huge amount of data. 

Security of this data is a major thing to be   

addressed. Cryptographic techniques are      

employed to secure this data. The encrypted 

data is in an unreadable format. Decryption 

retrieves back the information in the original 

format. 

 

Data collected from IoT sensors which are 

class0 devices are very small in size. Since 

these devices are resource constrained, light 

weight cryptographic algorithms can be used 

to provide the security. 

 

2. Cryptographic Algorithms 

 

The cryptographic algorithms used to secure 

the data generated are either symmetric or 

asymmetric type.  

Symmetric type in which the key used is 

common (secret key) between the sender and 

the receiver. This common key has to be 

shared between the two entities even before 

transmission. The strength of the encryption 

depends on the size of the key chosen. Longer 

the key size, harder it is to break. 

 

Asymmetric type algorithms use different keys 

at the sender and the receiver side. A public 

key is used at sender side and a private key is 

used at receiver side. 

  

3. Implementation of Encryption and 

Decryption 

 

Bosch XDK device supports several sensors 

like temperature, humidity, pressure,            

Gyroscope, magnetometer and others. IoT  

sensors, which are mainly class 0 devices,  

provide data which are few bytes. The IoT  

sensors considered here at temperature and 

humidity sensors.  
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Class 0 devices are those which have limited 

resources like RAM size is less than 1KB and 

Flash size is less than 100KB 

 

BME280 is the device which incorporates  

temperature, and humidity sensors. The       

humidity sensors are designed especially for 

wearable’s and mobile applications mainly 

with low power consumption (resource         

constrained devices). It also provides high        

accuracy and long term stability. The sensor 

data collected is taken in an excel file. 

 

The excel data is encrypted using light weight 

cryptographic algorithms-Blowfish and TEA. 

The encrypted data is transmitted to the client 

side using hivemq which is MQTT protocol. 

The received data at the client side is decrypted 

using Blowfish and TEA. The parameters   

considered for evaluation are  RAM size,        

encryption time, decryption time, memory       

requirement. The implementation is done using 

the JavaScript Node.js  

                

3.1 Blowfish algorithm 

 

Figure 1 shows the computation of Blowfish 

algorithm. The IoT sensor data in the excel file 

is read line by line and encrypted using        

Blowfish algorithm.  For implementing the  

algorithm, the data is taken as blocks of 64 bits. 

The number of iterations used here is 16. The 

substitution boxes used are 4 in number. The 

encryption is as follows. 

 

3.2 TEA (Tiny Encryption Algorithm) 

 

Figure 2 shows the computation of TEA algo-

rithm. The TEA algorithm reads every line of 

excel data and encrypts taking 64 bit blocks 

and 128  bit key.  After 32 rounds of iterations 

it produces the cipher text. The TEA encryption  

is shown as 

 

Figure 1: Computation of Blowfish algorithm 

 

 
 

Figure 2: Computation of TEA algorithm 

 

 



JNNCE Journal of Engineering & Management, Volume 6, No.1, Jan – June 2022                                                                 ISSN 2582-0079 
                                                                             
 

119  

3.3 HiveMQ 
 

This is a broker (MQTT) which is available for 

public. It helps in fast messaging and is used 

for reliable data transfer between the IoT      

devices and the systems (Figure 3). 

 

 
Figure 3: Block diagram of encryption and            

Decryption 

 

4. Results 

 

The encryption and decryption of the sensor 

data for TEA and Blowfish algorithms are 

shown in Figure 4. 

 

 
 
 

 

 
Figure 4: Encryption and Decryption results 

 

4.1 Evaluation of the parameters using these 

two algorithms are shown 
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