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Abstract. Security is a major industry concern that coulaigantly slow loT market growth. 10T security asmulti-layered
problem with the added complexity of practical ieplentation challenges arising from supplier divgrand legacy systems.
Many loT based application devices have limitedueses in terms of computational processing caipghilower, bandwidth,
and memory. These resource-constrained applicatémites have a limited capability to support sdguelated functions.
Rather than device-to-device communications, grarpneunications in the form of broadcasting and roatting incur effi-
cient message deliveries among resource-constrédedevices. The major security concern in groammunication is au-
thentication, confidentiality and integrity of mages, forward and backward secrecy. In recent \ssaral group key man-
agement schemes have been suggested for group &@skchtion to provide security of information time group. In this
paper, for a distributed group system, an efficierdgup Diffie-Hellmann Key Exchange (GDH) algoriththat is an extension
of two party Diffie-Hellmann Key Exchange is propdsto exchange the common group key among all grebmars of group.
The group key generated can then be used to enaryscrypt the messages and to prevent the insudd®n gaining access
to the group information. Since all the membersticouate their own shares in group key generatiatly the authorized group
members will be able to generate the secret keichybprevents unauthorized group members from ggiaiccess to group
key. Hence, in order to maintain the backward amdidrd secrecy, the group keys are updated whemerew member joins
or leaves the communication group. The proposedrittgn is more efficient in terms of group key getmn. Re-keying
operation is performed immediately after membersiignges and the updated group key is entirelgrdifit from the previ-
ous group key. Moreover, the key generated is\adsp strong and secure since, it uses cryptographfmiques.

Keywords: IOT, Group Key management, group keyfi®iflellman Key Exchange, authentication, confidity, integrity,
forward secrecy, backward secrecy

1. Introduction keys to encrypt group information. An encryptiogal
rithm takes input information (e.g., a Group mes$ag

Numerous applications such as video and audio camd plays out a few transformations on it utiliziag
ferencing, data communication, information serviceryptographic key. This procedure creates a cighere
etc., utilize group communication model. In secutext. There is no simple approach to recover tha fi
group communication, members of the group camessage from the ciphered text other than by kngpwin
communicate with each other by sending messages tecorrect key. Applying such a method, one can ru
the messages are secured to such an extent tHat esecure group sessions. The messages are protected b
sive group members can get to those messagesheSogmncryption, utilizing the chosen key, which in ten-
principal objectives of a secure group communicatidext of group communication is known as the groap. k
model are to provide confidentiality, integrity aad- Only the individuals with the group key will be alio
thentication of the messages sent to the group. recover the first message. So the general seaifritye

Cryptography is the only means by which the secugitoup relies upon the secrecy and strength of thepy
ty can be enhanced in the group communication. K@Y.
most applications, in view of the group communimati  In a secure group communication model, a symme-
the security challenge lies in giving a viable &gy to tric key is shared between all the members of gangp
controlling access to the group and its data. conimuthis symmetric key is utilized to scramble and dkxo
cation inside the group is often prone to a fewackts, the messages. In a group the members are notdixed
for example, Replay attack, Impersonation attack, Bhey may leave or join the group at any time. The
vesdropping, Denial of Service (DoS) attacks etc.  process of refreshing and circulating the group tey

A primary method of limiting access to informatiofll the members of the group as soon as any member
is through encryption and selective distributiontioé Joins or leaves the group is called re-keying. k\ee-
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cure group communication model must maintain certdiers themselves do the key generation. All the nezsb
requirements that must be followed strictly. The rean perform access control and the generation @f th
quirements are as follows: key can be either contributory, meaning that alhme

« If a new member joins the group, then rders contribute some information to generate tioeqgr

keying operation should be performed in ord&ey, or done by one of the membebsstributed group
to refresh the group key. This group key r&ey management scheme is robust against transmissio
freshing avoids the new member from accegdelay, network failure or compromise of node kejs [
ing the previous messages and maintainsin view of securing group communication, this paper
backward secrecy. presents an efficient algorithm based on distrithute

« If an existing member leaves the group, theioup key management scheme. In reality the member-
re-keying operation should be performed ighip of the group is not statistic; users may fmireave
order to change the group key. This avoids olde group at any time. Further, group may splib int
member from accessing the future messagésjoint components due to network failure or even
and maintains forward secrecy. attacks. Since, each and every user contributesnits

The most important issue in secure group commugfiare to exchange common secret key within thepgrou
cation is how to distribute the group key to thenme NO USers other than group can exchange the sezyet k
bers, both initially or after a member joins/leavéiwe 10 Provide secure group communication the group key
total communication cost involved and the total bem IS updated immediately after membership changes. Th
of encryptions performed should be minimized atPdated secret key after membership change isentir
should work for a large dynamic group, without arfjifferent from previous or future updated secreyske
scalability problem. Hence, each independent secf@rious cryptographic techniques implemented aheac
group should have its own group key. stage of group key management ensure strong aad saf

Based on the nature of communication a key ma%change of group key.
agement scheme can be classified into three cagsgor

Centralized Group Key Management: There is a
trusted central key distribution server also knoam

Key Distribution Center (KDC) which is responsible L del reli |
for key generation and distribution of keys amohg t A secure group communication model relies strongly

members of the group. Hence a group key managenfdhi€ 9roup key management protocols. The groyp ke

protocol seeks to minimize storage requirements)-coanagement protocol aims at providing the secret

putational power on both client and server sidej affOUP key which is shared between all the members

bandwidth utilization. within the group. This shared group key is useéne

. . . C{ypt and decrypt the messages that need to be temm
However, with only one managing entity, the centra d | h k The shared
server is a single point of failure. The entire grawill Ricated securely over the network. The shared group
be affected if there is a problem With the conéollThe Key also provides authentication of each group memb
) . P . and thus provides the control access to the gradpta
group privacy is dependent on the successful faneti

ing of the single group controller; when the colrois data.
not working, the group becomes vulnerable to atack The group key must be updated and re-distributed to

because the keys, which are the base for the grtup all the authorized users in a Secure and reliadhion

vacy, are not being generated/regenerated and-dié’i’lht:’never user joins or leaves the group. Thus group

buted [1] communication model strongly relies on the crypto-
' graphic strength of the group key and the way iictvh

. ) group key management schemes are implemented to
Decentralized Group Key Management: The large generate the group key.

group is split into small sub-groups and differean- .Even though group communication can be benefited
trollers are used to manage each sub-group. This

- ; rom IP multicast to achieve scalable exchange e$-m
scheme minimizes the problem of concentrating t

work on a single place. Group keys can be easily n?agges' there is a challenge of effectively coritgithe

naged because it avoids the single point of falang access to the transmitted data [1]. IP multicastsdt

Lo : itself provide any mechanism for preventing nonegro
its hierarchy makes it easy to manage group key [1] meml?ers to hav}é an access to theIO group cgmmubgcatio

Distributed Group Key management: There is N0 Ajthough an encryption can be used to protect the-m
explicit Key Distribution Centre (KDC), and the MeMgage exchanged among the group members, distgbutin

2. Literature survey
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the cryptographic key becomes an issue. Researclodasses in the hierarchy, according to temporal con
have proposed different approaches to the group letsaints. The two different constructions for tilmeund
management. These approaches can be divided kg assignment schemes will be considered. The firs
three main classes: Centralized group key managenmme is based on symmetric encryption schemes, whe-
protocols, Decentralized group key management ame@s the second one makes use of bilinear maph. Bot
Distributed group key management protocols. Theethrconstructions support updates to the access higrarc
classes are described and an insight given to feair with local changes to the public information andhwi
tures and goals. The area of group key managersertut requiring any private information to be re-
then surveyed and proposed solutions are classiftbstributed. The scheme is provable secure andiexffi.
according to those characteristics. Jason Crampton considered interval-based access
A new research direction of group key managemeuntrol policies, [7] of which temporal and geo-sgla
and its classification are well described in paf#dr access control policies are special cases. Sudtigml
Each of these methods has its own merits subjeitieto can be enforced using cryptographic methods, often
network size, membership dynamics and loss charadalled key assignment schemes.
ristics. Based on the above survey, this work mainly con-
In paper [3] E.Bresson et al. proposed the provaloigntrates on the group key management for achieving
Secure Authenticated Group Diffie Hellman Key Exhe secured group communication. The study and im-
change Protocol which provides secure communicatiplementation is based on the authenticated grofffeDi
within the group. The proposed model is sufficigntHellman Key Exchange protocol, which belongs to the
generic to be adapted to many cryptographic scemalass of distributed group key management. This me-
and is well suited for the key generation and bddia thod is used to generate the common secret key gmon
sharing among the users in the group. The proposd#ldthe members of the group. This scheme does not
protocol is efficient in distributed system andalde to relay on the group controller during the setup timas
provide secure authentication of the group entities an advantage over those schemes with the gcoup
In paper [4] Manulis and Emmanuel Bresson prifoller, because all the members are consideret wit
posed Tree Diffie Hellman protocol. This is a distrequal priority. Failure of one or more memberstia t
buted group key management protocol that satisf@®up setup will not affect the performance of grou
strong security goals such as authenticated key egeration.
change and mutual authentication for a group in the
presence of powerful adversaries. Group key geioaerat
using Tree Diffie Hellman is immune against all égp 3. Contribution
of possible attack and it proceeds in three roumdss
it tries to reduce the processing and communicationThis paper presents secure group communication
requirement. model based on group Diffie Hellman Key Exchange
Hierarchies arise in the context of access contigptocol. In this model, the two party Diffie Helém
whenever the user population can be modeled as ak&y Exchange, that generates the common secret key
of partially ordered classes (represented as atdile between two users, is extended to the group. Th& mo
graph). A user with access privileges for a cldsmias significant approach of the proposed Group Diffie
access to objects stored at that class and aleddaat Hellman Key Exchange (GDH) protocol is that no eser
classes in the hierarchy. The problem of key managéher than the group can have access to the group
ment for such hierarchies then consists of assigaincommunication. Each user in the group is strongly a
key to each class in the hierarchy, so that keysiés- thenticated such that group key is updated whertéeer
cendant classes can be obtained via efficient lezix dmember joins or leaves the group and thus provides
vation. In this the security of the scheme is based backward and forward secrecy. The updated group key
mainly pseudorandom functions, without reliance d# completely independent from any previously used
the Random Oracle model [5]. and future secret group keys. The unauthorizedsuser
Giuseppe Ateniese, Alfredo De Santis, Anna Li¥d4thout group key cannot gain access to the group
Ferrara, and Barbara Masucci [6] proposed a tinf@mmunication.
bound hierarchical key assignment scheme which is &iffie-Hellman Key Exchange is not limited to nego-
method to assign time-dependent encryption keys tdiating a key shared by only two participants. Baene
set of classes in a partially ordered hierarchystich a algorithm can be extended to a group with largee.si
way that each class can compute the keys of akdoWiffie-Hellman Key Exchange is a method of securely
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exchanging the cryptographic keys over a publimeha
nel and it is one among the public key protocolse T
key is shared between the participants in such v wa
that, the secret cannot be revealed by observieg th
communication. The protocol is considered secwe Using A’s public key user B computes the secret
against Eavesdropper, if all the basic parametéishv keyK.

are required to establish the secret key, are chose

properly. The Eavesdropper has to solve the Diffie-

Hellman Problem (DHP) to obtain the secret key. The K =Y,* mod p=a™* modp (4)
process of solving the DHP is considered diffidolt
the group, whose order is quite large. The securfity
Diffie-Hellman Key Exchange lies in the fact that,
while it is relatively easy to calculate exponelstia
modulo a prime, it is difficult to calculate distedoga-
rithm. For the larger primes, the later task issidered
infeasible. 5. Proposed method

K =Y,*mod p=a™*® modp 3)

In this way the two users have exchanged a com-
mon secret key.

The proposed method for generating the group key is
4. DiffieHellman K ey Exchange based on the Group Diffie Hellman (GDH) key ex-
change protocol. Group Diffie Hellman scheme for

Diffie—Hellman Key Exchange (DHK) is a specifi@uthenticated key exchange is designed to provide a
method of exchanging cryptographic keys. DHK pr&roup of participants communicating over an insecur
pares a context for safe communication over an-ungBannel and each holding a pair of matching puific
cure channel between two parties without having aRfjvate keys with a common secret key. This sdazgt
prior knowledge from each other by sharing an ajré®ay be used to achieve some cryptographic goats suc
secret key. This shared secret key is used for stnum @s data confidentiality and integrity. Group re-keyis
encryption and decryption of transmitted messagk-wi@n important task that must be performed when siee u
in an unsecure channel. joins or leaves the group, thus providing backward

Suppose user A and user B wish to communic&gCrecy and forward secrecy respectively.
with each other and use a secret key to encrypngee ~~ The Group is a finite cyclic group with"number
sage on that connection, the DHK algorithm congiftsof User .z ... ... is considered with prime
following steps to generate a common secret key: ~ order . Each user is assigned with a private key
« User A and B agrees on a prime numpand an ~ ‘Where i = 1L.2.3.. which is chc_)s_en randomly over

integera which is a primitive root op. an interval [1.p —.The user participants are arranged
in the ring and user with highest index in the grasi
considered as the group controller for some tinterin
vate key and computes the public Kéy. val. All the operation uses multiplicative group iof
tegers modulo p. Figure 1 illustrates the procésgpe
eration involved in group key generation.

* User A selects a random integés< p as a pri-

—_ X
Y,=a™modp 1)
* User B selects a random integf < p as a private Key generaton opersion
. rime order Random private key
key and computes the public kf . Prnie semen @ S, Jen
uj.u;fﬁ;.s. ...... U
% I
YB =a’™ mod p (2) v v ¥
Initial group setup :;oup Tembel Ne«:lgroup member
. . . operation ‘withdrawal operation inclusion operation
e Each user public key will be made available to th
other user. - _
. , . Fig. 1. Group key generation process.
e Using B’s public key user A computes the secret
key
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The secret group key generation for ensuring securey — U{ 21/%7}

group communication consists of the following four _ (%)
steps of operation: Tami
« Key generation operation
. iti i _ %
Initial group setup operation 7 —O'I_LS“ (©)

«  Group member withdrawal operation

« New group member inclusion operation .
group P Each user randomly chooses a private value

and then raises the valuesYro the power of  and
then concatenates withto obtain its intermediate val-

ues
Each user in a group G agrees on the prime number

Using p as a prime number, the primitive element v
generated, which is the primitive rootpfAlgorithm 1 Y'= U{ Z" @)
describes how the primitive root is generated using i

5.1.Key generation algorithm

. . I<mei
Lucas Primality test.
Then each user agrees to choose the private key X
(for i = 12,3.. over the random interval [p;1]. 7'=75% =a|_|m (8)

Then each user agrees to choose the private Key

(for i =1,2,3,....n) over the random interval [p;1]. Then each user then forwards the valueg() to
the next user in the ring. Down-flow takes placeswh
the last user with highest index denoted by receives
the last up-flow. At that point the last user perie the
same steps the user in the up-flow but broadchstset
of intermediate values to the rest of the userthén

. . group.

The algorithm consists of two stages: Up-flow and ,
DOWH-ﬂO\?V. The groupG (For examp?e congided the In effect, the value  computed by the last usel wil

i = PRI TN | . " ot .
initial group with G fug u-,uz u) is set tol. As lead to the secret ke sinceZ _al_llst_ User in

illustrated in Figure 2 in the up-flow (FL denotiésw) .
the user receives a s¢t (Y, 2 of intermediate val- groupG computesSkand is accepted as secret key.

ues, with

5.2.Initial group setup algorithm

Algorithm 1:Primitive root generation
Input: Prime number
Output: Primitive element:
» Consider the prime numbpr
e Choosen randomly in the range [2;1]
e ais the primitive root of prime number p,
if the following conditions are satisfied

a®*=1(modp)

and for every prime factay of (p-1)
a*™'9 21 (modp)
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% < [L p-1] X, [, p-1] % < [1, p-1] X, — [L p-1]
X, ={a, a’} FL,
FL ={GUX} >
X2 :{O'XZ, O'Xl, a’&"z} FL
FL, ={G0 X} 2 >
X3 :{aXzX3, a’&Xa, axlx2’ a)&xz)%}
FL, ={GU X} FL >

X4 :{axzxaxa’ axﬁ‘axzs, aXIXZXA’ a &"z’%

FL, ={GD X
FL, ¢ J

A

FL,

A

FL,

&
<

SK, = (@) SK, = (a@*)* SK, = (a™%)* SK, = (a%%)*

Fig. 2. lllustration of initial group setup algthmmn

5.4.New group member inclusion algorithm
5.3.Group member withdrawal algorithm
This algorithm consists of two stages: Up-flow and
This algorithm consists of Down-flow (FL denote®own-flow (FL). The groupG is then set to (G U .
flow) only. The groupG is set toG\l. As illustrated in As illustrated in Figure 4 (For example considee th
Figure 3 (For example consider the initial groughwigroup withG={u,.u. Let the user to be included is

G= [u;.us. us.2 Let user to be withdrawn is denotedenoted byl=  {tand u;- =. The new Group is
by I=  {u..1:. The new Group is then set {(&\I)= (GUW= [u.,u;.2) the group controller = (i.e.
fus,u and u-- =) the group controller wu(i.e. user with the highest-index i@) generates a new pri-

user with the highest-index i@\l ) generates a newvate random value =x, raises the values from the
random private value x and removes old private keysaved previous broadcast in whichx appears with the
x( xis s previous secret value) from the savepower of ( x;Z.x) and obtains a set of values
previous broadcast values designated to the usdrs i( = is w’s previous secret exponent) .u also
uthen raises all the remaining values in whicic computes the value by raising the last value in
appeared, with the power of (xzZ.x) and broadcaststo x.  uthen forwards the values ( ) to the first
the result. Users in Grous(l) computeSK and accept joining user inl. From that point inclusion algorithm
the common secret key. UsersGnerase any previouswill work as the initial group setup algorithm. Upo
internal data and thus u erases =x by internally sav- receiving the broadcast flow, users in{G U erase
ing x. previous session key, then comp@i€ and accept the
common secret Key.
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OO EENC

x 0L, p-1] X OfL, p-1] X O[L, p-1] X, OfL, p-1]

Previous set of values X, ={a®**, a*** a***, a **}

% < [L p-1]
)(3 :{axzxaﬁ( >§1>€)’ aXlXZXt!}
FL, = (X,0Gl X;)

A

SK = (@) SK; = (@)

Fig. 3. lllustration of group member withdrawadadithm

() © )

% O[L p-1] X O[L, p=1]
Previous set of values X, ={a’*% a**%

X < [Lp-1] X, — [ p=1]
X; :{asz'm( &1&) avee g M%X}
FL, =(X,0G0 X3)

FL, =
X, :{asz;X‘;’ ;wexm' a%%&}
P FL,
SK = (@"@5)% SK, = (@) SK, = (@)%

Fig. 4. lllustration of new group member inclusegorithm
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the algorithm for the generation of group key wity
6. Experimental results rying group size. At some point it is to be notbdtt
with some group size, there is a sudden increasie-or
crease in the time consumption for performing group
key generation. This is due to the fact that, tiffer@nt
users initially agree on the random selection ofgte
key. Further varying mathematical computation of ex
ponential powers leads to the fluctuation in impdem
tation time.

When the group member withdrawal algorithm is
implemented, the group key is updated with the suc-
noozf 1 cessful removal of the participant. This impleménta
o % i e e ot results in a new updated group secret key andailsis
verified that the updated group key is entirelyfediént
from the previous group key.

The implementation of new group member inclusion
algorithm also results in new updated group keyhwit
e addition of new participant to the group. bl
e new member is included to the group by randomly

0.016

0.014

0.02E

0.008

Tirme in seconds

0.006

0.004

Fig. 5. Computation time for obtaining
primitive root of prime number

The implementation of the proposed work is do
using MATLAB tool. Figure 5 shows the importance q

prime numbep in an efficient key management of th%electing the private key. Thereby the generatedpr

group key. It is to be noted that computationaletifor . . ;
obtaining the primitive root of the prime number inkey is completely different from the previous grdgy.

creases gradually with the increase in the prinlaeva
range. Prime numbers are mainly used in the crypto- :
graphy, since it takes considerable time to detgemi - Conclusion
whether it is prime number or not. For the hackers .

takes more time to break the algorithm, rendering i Th? Group_ key management pr_owdes fundame_ntal
inappropriate. The Prime number with more compu geurity service in group communication. To prowde
tion time to obtain the primitive root of a primamber 1€ Security of the data transmitted over an ingecu

indicates that, the group key management algoritlﬁl}\ann.el’.the group key is generated in reIiabIhifIms
becomes more secure and safe when the algoriffi distributed among the group members. In thpepa

- . roup Diffie-Hellman Key Exchange algorithm is used
agrees on the largest possible prime value to generate and distribute the secret group kewil&+

ly with the membership changes the group key is up-
dated immediately. The proposed scheme is effiégrent
oos ® terms of providing authentication, confidentialitgite-
nom| ] grity, forward secrecy and backward secrecy. Furthe
secure communication in a group can be establighed
an efficient manner by performing symmetric encryp-
® ® - % tion and decryption of the message/data with tHp he

I of group key.The group communication is secured

1 against several possible attacks (EavesdroppingiaDe

aoel ] of service (DoS) attack etc.,) by the efficient mger
ment of group key.

0.032

0.026

Time in seconds
o o
==
0B
ST

®

®

o
o
B
&
[ ]

0.016

2 1 3 5 0 1= 14
MNumber of users

Fig. 6. Group key generation time versus numbeisefs
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