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Abstract. Security is a major industry concern that could significantly slow IoT market growth. IoT security is a multi-layered 
problem with the added complexity of practical implementation challenges arising from supplier diversity and legacy systems. 
Many IoT based application devices have limited resources in terms of computational processing capability, power, bandwidth, 
and memory. These resource-constrained application devices have a limited capability to support security-related functions. 
Rather than device-to-device communications, group communications in the form of broadcasting and multicasting incur effi-
cient message deliveries among resource-constrained IoT devices. The major security concern in group communication is au-
thentication, confidentiality and integrity of messages, forward and backward secrecy. In recent years several group key man-
agement schemes have been suggested for group based application to provide security of information in the group.  In this 
paper, for a distributed group system, an efficient Group Diffie-Hellmann Key Exchange (GDH) algorithm, that is an extension 
of two party Diffie-Hellmann Key Exchange is proposed to exchange the common group key among all the members of group. 
The group key generated can then be used to encrypt or decrypt the messages and to prevent the intruders from gaining access 
to the group information. Since all the members contribute their own shares in group key generation, only the authorized group 
members will be able to generate the secret key, which prevents unauthorized group members from gaining access to group 
key. Hence, in order to maintain the backward and forward secrecy, the group keys are updated whenever a new member joins 
or leaves the communication group. The proposed algorithm is more efficient in terms of group key generation. Re-keying 
operation is performed immediately after membership changes and the updated group key is entirely different from the previ-
ous group key. Moreover, the key generated is also very strong and secure since, it uses cryptographic techniques. 
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1.  Introduction 

Numerous applications such as video and audio con-
ferencing, data communication, information service, 
etc., utilize group communication model. In secure 
group communication, members of the group can 
communicate with each other by sending messages and 
the messages are secured to such an extent that exclu-
sive group members can get to those messages. So, the 
principal objectives of a secure group communication 
model are to provide confidentiality, integrity and au-
thentication of the messages sent to the group. 

Cryptography is the only means by which the securi-
ty can be enhanced in the group communication. In 
most applications, in view of the group communication, 
the security challenge lies in giving a viable strategy to 
controlling access to the group and its data. communi-
cation inside the group is often prone to a few attacks, 
for example, Replay attack, Impersonation attack, Ea-
vesdropping, Denial of Service (DoS) attacks etc. 

A primary method of limiting access to information 
is through encryption and selective distribution of the 

keys to encrypt group information. An encryption algo-
rithm takes input information (e.g., a Group message) 
and plays out a few transformations on it utilizing a 
cryptographic key. This procedure creates a ciphered 
text. There is no simple approach to recover the first 
message from the ciphered text other than by knowing 
the correct key. Applying such a method, one can run 
secure group sessions. The messages are protected by 
encryption, utilizing the chosen key, which in the con-
text of group communication is known as the group key. 
Only the individuals with the group key will be able to 
recover the first message. So the general security of the 
group relies upon the secrecy and strength of the group 
key. 

In a secure group communication model, a symme-
tric key is shared between all the members of group and 
this symmetric key is utilized to scramble and decode 
the messages. In a group the members are not fixed and 
they may leave or join the group at any time. The 
process of refreshing and circulating the group key to 
all the members of the group as soon as any member 
joins or leaves the group is called re-keying. Every se-
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cure group communication model must maintain certain 
requirements that must be followed strictly. The re-
quirements are as follows: 

• If a new member joins the group, then re-
keying operation should be performed in order 
to refresh the group key. This group key re-
freshing avoids the new member from access-
ing the previous messages and maintains 
backward secrecy. 

•  If an existing member leaves the group, then 
re-keying operation should be performed in 
order to change the group key. This avoids old 
member from accessing the future messages 
and maintains forward secrecy. 

The most important issue in secure group communi-
cation is how to distribute the group key to the mem-
bers, both initially or after a member joins/leaves, the 
total communication cost involved and the total number 
of encryptions performed should be minimized and 
should work for a large dynamic group, without any 
scalability problem.  Hence, each independent secure 
group should have its own group key. 

Based on the nature of communication a key man-
agement scheme can be classified into three categories: 

Centralized Group Key Management: There is a 
trusted central key distribution server also known as 
Key Distribution Center (KDC) which is responsible 
for key generation and distribution of keys among the 
members of the group. Hence a group key management 
protocol seeks to minimize storage requirements, com-
putational power on both client and server side, and 
bandwidth utilization. 

However, with only one managing entity, the central 
server is a single point of failure. The entire group will 
be affected if there is a problem with the controller. The 
group privacy is dependent on the successful function-
ing of the single group controller; when the controller is 
not working, the group becomes vulnerable to attacks, 
because the keys, which are the base for the group pri-
vacy, are not being generated/regenerated and distri-
buted [1]. 

 
Decentralized Group Key Management: The large 

group is split into small sub-groups and different con-
trollers are used to manage each sub-group. This 
scheme minimizes the problem of concentrating the 
work on a single place. Group keys can be easily ma-
naged because it avoids the single point of failure and 
its hierarchy makes it easy to manage group key [1]. 

Distributed Group Key management: There is no 
explicit Key Distribution Centre (KDC), and the mem-

bers themselves do the key generation. All the members 
can perform access control and the generation of the 
key can be either contributory, meaning that all mem-
bers contribute some information to generate the group 
key, or done by one of the members. Distributed group 
key management scheme is robust against transmission 
delay, network failure or compromise of node keys [1]. 

In view of securing group communication, this paper 
presents an efficient algorithm based on distributed 
group key management scheme. In reality the member-
ship of the group is not statistic; users may join or leave 
the group at any time. Further, group may split into 
disjoint components due to network failure or even 
attacks. Since, each and every user contributes its own 
share to exchange common secret key within the group; 
no users other than group can exchange the secret key. 
To provide secure group communication the group key 
is updated immediately after membership changes. The 
updated secret key after membership change is entirely 
different from previous or future updated secret keys. 
Various cryptographic techniques implemented at each 
stage of group key management ensure strong and safe 
exchange of group key.  

2. Literature survey 

A secure group communication model relies strongly 
on the group key management protocols. The group key 
management protocol aims at providing the secret 
group key which is shared between all the members 
within the group. This shared group key is used to en-
crypt and decrypt the messages that need to be commu-
nicated securely over the network. The shared group 
Key also provides authentication of each group member 
and thus provides the control access to the group and its 
data. 

The group key must be updated and re-distributed to 
all the authorized users in a Secure and reliable fashion 
whenever user joins or leaves the group. Thus group 
communication model strongly relies on the crypto-
graphic strength of the group key and the way in which 
group key management schemes are implemented to 
generate the group key. 

Even though group communication can be benefited 
from IP multicast to achieve scalable exchange of mes-
sages, there is a challenge of effectively controlling the 
access to the transmitted data [1]. IP multicast doesn’t 
itself provide any mechanism for preventing non-group 
members to have an access to the group communication. 
Although an encryption can be used to protect the mes-
sage exchanged among the group members, distributing 
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the cryptographic key becomes an issue. Researchers 
have proposed different approaches to the group key 
management. These approaches can be divided into 
three main classes: Centralized group key management 
protocols, Decentralized group key management and 
Distributed group key management protocols. The three 
classes are described and an insight given to their fea-
tures and goals. The area of group key management is 
then surveyed and proposed solutions are classified 
according to those characteristics. 

A new research direction of group key management 
and its classification are well described in paper [2]. 
Each of these methods has its own merits subject to the 
network size, membership dynamics and loss characte-
ristics. 

In paper [3] E.Bresson et al. proposed the provably 
Secure Authenticated Group Diffie Hellman Key Ex-
change Protocol which provides secure communication 
within the group. The proposed model is sufficiently 
generic to be adapted to many cryptographic scenarios 
and is well suited for the key generation and reliable 
sharing among the users in the group. The proposed 
protocol is efficient in distributed system and is able to 
provide secure authentication of the group entities. 

In paper [4] Manulis and Emmanuel Bresson pro-
posed Tree Diffie Hellman protocol. This is a distri-
buted group key management protocol that satisfies 
strong security goals such as authenticated key ex-
change and mutual authentication for a group in the 
presence of powerful adversaries. Group key generation 
using Tree Diffie Hellman is immune against all types 
of possible attack and it proceeds in three rounds. Thus 
it tries to reduce the processing and communication 
requirement. 

Hierarchies arise in the context of access control 
whenever the user population can be modeled as a set 
of partially ordered classes (represented as a directed 
graph). A user with access privileges for a class obtains 
access to objects stored at that class and all descendant 
classes in the hierarchy. The problem of key manage-
ment for such hierarchies then consists of assigning a 
key to each class in the hierarchy, so that keys for des-
cendant classes can be obtained via efficient key deri-
vation. In this the security of the scheme is based on 
mainly pseudorandom functions, without reliance on 
the Random Oracle model [5]. 

Giuseppe Ateniese, Alfredo De Santis, Anna Lisa 
Ferrara, and Barbara Masucci [6] proposed a time-
bound hierarchical key assignment scheme which is a 
method to assign time-dependent encryption keys to a 
set of classes in a partially ordered hierarchy, in such a 
way that each class can compute the keys of all lower 

classes in the hierarchy, according to temporal con-
straints. The two different constructions for time-bound 
key assignment schemes will be considered. The first 
one is based on symmetric encryption schemes, whe-
reas the second one makes use of bilinear maps. Both 
constructions support updates to the access hierarchy 
with local changes to the public information and with-
out requiring any private information to be re-
distributed. The scheme is provable secure and efficient. 

Jason Crampton considered interval-based access 
control policies, [7] of which temporal and geo-spatial 
access control policies are special cases. Such policies 
can be enforced using cryptographic methods, often 
called key assignment schemes. 

Based on the above survey, this work mainly con-
centrates on the group key management for achieving 
the secured group communication. The study and im-
plementation is based on the authenticated group Diffie 
Hellman Key Exchange protocol, which belongs to the 
class of distributed group key management. This me-
thod is used to generate the common secret key among 
all the members of the group. This scheme does not 
relay on the group controller during the setup time has 
an advantage over those schemes with the group con-
troller, because all the members are considered with 
equal priority. Failure of one or more members in the 
group setup will not affect the performance of group 
operation. 

3. Contribution 

This paper presents secure group communication 
model based on group Diffie Hellman Key Exchange 
protocol. In this model, the two party Diffie Hellman 
Key Exchange, that generates the common secret key 
between two users, is extended to the group. The most 
significant approach of the proposed Group Diffie 
Hellman Key Exchange (GDH) protocol is that no users 
other than the group can have access to the group 
communication. Each user in the group is strongly au-
thenticated such that group key is updated whenever the 
member joins or leaves the group and thus provides 
backward and forward secrecy. The updated group key 
is completely independent from any previously used 
and future secret group keys. The unauthorized users 
without group key cannot gain access to the group 
communication. 

Diffie-Hellman Key Exchange is not limited to nego-
tiating a key shared by only two participants. The same 
algorithm can be extended to a group with larger size. 
Diffie-Hellman Key Exchange is a method of securely 
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exchanging the cryptographic keys over a public chan-
nel and it is one among the public key protocols. The 
key is shared between the participants in such a way 
that, the secret cannot be revealed by observing the 
communication. The protocol is considered secure 
against Eavesdropper, if all the basic parameters which 
are required to establish the secret key, are chosen 
properly. The Eavesdropper has to solve the Diffie-
Hellman Problem (DHP) to obtain the secret key. The 
process of solving the DHP is considered difficult for 
the group, whose order is quite large. The security of 
Diffie-Hellman Key Exchange lies in the fact that, 
while it is relatively easy to calculate exponentials 
modulo a prime, it is difficult to calculate discrete loga-
rithm. For the larger primes, the later task is considered 
infeasible. 

4. Diffie-Hellman Key Exchange 

Diffie–Hellman Key Exchange (DHK) is a specific 
method of exchanging cryptographic keys. DHK pre-
pares a context for safe communication over an unse-
cure channel between two parties without having any 
prior knowledge from each other by sharing an agreed 
secret key. This shared secret key is used for symmetric 
encryption and decryption of transmitted message with-
in an unsecure channel. 

Suppose user A and user B wish to communicate 
with each other and use a secret key to encrypt the mes-
sage on that connection, the DHK algorithm consists of 
following steps to generate a common secret key: 
• User A and B agrees on a prime number p and an 

integer α which is a primitive root of p. 

• User A selects a random integer Ax < p as a pri-

vate key and computes the public key AY . 

 

modAx
AY pα=                                            (1) 

 

• User B selects a random integer Bx < p as a private 

key and computes the public key BY . 

 

modBx
BY pα=                                                 (2)                         

  
• Each user public key will be made available to the 

other user. 
• Using B’s public key user A computes the secret 

key                    

 

mod modA A Bx x x
BK Y p pα= =                (3) 

                                     
• Using A’s public key user B computes the secret 

key K.                              
 

mod modB A Bx x x
AK Y p pα= =                (4)   

                                    
In this way the two users have exchanged a com-
mon secret key. 

5. Proposed method 

The proposed method for generating the group key is 
based on the Group Diffie Hellman (GDH) key ex-
change protocol. Group Diffie Hellman scheme for 
authenticated key exchange is designed to provide a 
group of participants communicating over an insecure 
channel and each holding a pair of matching public or 
private keys with a common secret key. This secret key 
may be used to achieve some cryptographic goals such 
as data confidentiality and integrity. Group re-keying is 
an important task that must be performed when the user 
joins or leaves the group, thus providing backward 
secrecy and forward secrecy respectively. 

The Group  is a finite cyclic group with ‘n’ number 
of user   is considered with prime 
order . Each user is assigned with a private key   

 which is chosen randomly over 
an interval .The user participants are arranged 
in the ring and user with highest index in the group is 
considered as the group controller for some time inter-
val. All the operation uses multiplicative group of in-
tegers modulo p. Figure 1 illustrates the process of op-
eration involved in group key generation. 
 

α
1 2 3, , ......... nx x x x

1 2 3, , ......... nu u u u

Fig. 1. Group key generation process.  
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The secret group key generation for ensuring secure 
group communication consists of the following four 
steps of operation: 

• Key generation operation 

• Initial group setup operation 

• Group member  withdrawal operation 
• New group member  inclusion operation 

5.1. Key generation algorithm 

Each user in a group G agrees on the prime number p. 
Using p as a prime number, the primitive element α is 
generated, which is the primitive root of p. Algorithm 1 
describes how the primitive root is generated using 
Lucas Primality test.  

Then each user agrees to choose the private key   
 over the random interval [1, p-1]. 

Then each user agrees to choose the private key   ix  

(for 1,2,3,......i n= ) over the random interval [1, p-1]. 

 
 

5.2. Initial group setup algorithm 

The algorithm consists of two stages: Up-flow and 
Down-flow. The group G (For example consided the 
initial group with G= ) is set to I. As 
illustrated in Figure 2 in the up-flow (FL denotes flow) 
the user  receives a set X= (Y, Z) of intermediate val-
ues, with 

 

1/

1

{ }mx

m i

Y Z
≤ <

= U                                                 (5) 

 

1 tt i
x

Z α ≤ <∏=                                                     (6) 
 

Each user  randomly chooses a private value , 
and then raises the values in Y to the power of   and 
then concatenates with Z to obtain its intermediate val-
ues 

 
1/

1

' { ' }mx

m i

Y Z
≤ ≤

= U                                              (7) 

 

 

 1' ti t i
xxZ Z α ≤ ≤∏= =                                      (8) 

 
Then each user  then forwards the values () to 

the next user in the ring. Down-flow takes place when 
the last user with highest index denoted by  receives 
the last up-flow. At that point the last user performs the 
same steps the user in the up-flow but broadcasts the set 
of intermediate values  to the rest of the users in the 
group. 

In effect, the value  computed by the last user will 

lead to the secret key SK, since 1' tt n
x

Z α ≤ ≤∏= . User in 
group G computes SK and is accepted as secret key. 

 

Algorithm 1:Primitive root generation 

Input: Prime number 
Output: Primitive element α 

• Consider the prime number p 
• Choose α randomly in the range [2,p-1] 
• α is the primitive root of prime number p, 

if the following conditions are satisfied 
1 1(mod )p pα − ≡  

and for every prime factor q of (p-1) 
( 1) / 1(mod )p q pα − ≠  
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1u 2u 3u 4u

2 [1, 1]x p← −
3 [1, 1]x p← − 4 [1, 1]x p← −1 [1, 1]x p← −

1
1 { , }xX α α=

1 1{ }FL G X= �

2 1 1 2
2 { , , }x x x xX α α α=

2 3 1 3 1 2 31 2
3 { , , , }x x x x x x xx xX α α α α=

2 3 4 1 3 4 1 2 31 2 4
4 { , , , }x x x x x x x x xx x xX α α α α=

2 2{ }FL G X= �

3 3{ }FL G X= �

4 4{ }FL G X= �

1FL

2FL

3FL

4FL

4FL

4FL

2 3 4 1
1 ( )x x x xSK α= 1 3 4 2

2 ( )x x x xSK α= 31 2 4
3 ( )xx x xSK α= 1 2 3 4

4 ( )x x x xSK α=

 
 Fig. 2. Illustration of initial group setup algorithm 

 

5.3. Group member withdrawal algorithm 

This algorithm consists of Down-flow (FL denotes 
flow) only. The group G is set to G\I. As illustrated in 
Figure 3 (For example consider the initial group with 
G= . Let user to be withdrawn is denoted 
by I= . The new Group is then set to (G\I)= 

 and ) the group controller (i.e. 
user with the highest-index in G\I ) generates a new 
random private value  and removes old private key 

 (  is ’s previous secret value) from the saved 
previous broadcast values designated to the users in I. 

 then raises all the remaining values in which  
appeared, with the power of ( ) and broadcasts 
the result. Users in Group (G\I) compute SK and accept 
the common secret key. Users in G erase any previous 
internal data and thus  erases  by internally sav-
ing  . 

5.4. New group member inclusion algorithm 

This algorithm consists of two stages: Up-flow and 
Down-flow (FL). The group G is then set to  . 
As illustrated in Figure 4 (For example consider the 
group with G= . Let the user to be included is 
denoted by I=  and . The new Group is 

=  ) the group controller   (i.e. 
user with the highest-index in G) generates a new pri-
vate random value , raises the values from the 
saved previous broadcast in which  appears with the 
power of ( )  and obtains a set of values . 
(  is ’s  previous secret exponent) .  also 
computes the value  by raising the last value in   
to .   then forwards the values (, ) to the first 
joining user in I. From that point inclusion algorithm 
will work as the initial group setup algorithm. Upon 
receiving the broadcast flow, users in  erase 
previous session key, then compute SK and accept the 
common secret Key.  
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1u 2u 3u
4u

1 [1, 1]x p∈ − 2 [1, 1]x p∈ − 3 [1, 1]x p∈ − 4 [1, 1]x p∈ −

2 3 4 1 3 4 1 2 31 2 4
4 { , , , }x x x x x x x x xx x xX α α α α=

'
3 [1, 1]x p← −

1 '
2 3 4 3 3 1 2 4( )'

3 { , }x x x x x x x xX α α
−

=
'

3 4 3( )FL X G X= � �

'
2 3 4 1

1 ( )x x x xSK α=
1 '

1 2 3 4 3 3( )
3 ( )x x x x x xSK α

−

=

3FL

 
Fig. 3.  Illustration of group member withdrawal algorithm 

 
 

1u 2u 3u 4u

1 [1, 1]x p∈ −

3FL

'
3 [1, 1]x p∈ −

'
4 [1, 1]x p← −

'
2 3 4 1 2 4'

3 { , }x x x x x xX α α=
''
3 [1, 1]x p← −

'' '''
2 3 4 1 2 3 41 2 4 4'

4 { , , }x x x x x x xx x x xX α α α=

' ''
3 3 3( )FL X G X= � �

' '
4 3 4( )FL X G X= � �

''
2 3 4 1

1 ( )x x x xSK α=

4FL

'''
31 2 4 4

2 ( )xx x x xSK α=
'' '

1 2 3 4 4
3 ( )x x x x xSK α=

' ' 1 '' ''
2 3 4 3 3 1 2 3 41 2 4( )''

3 { , , }x x x x x x x x xx x xX α α α
−

=

4FL

 
Fig. 4. Illustration of new group member inclusion algorithm 
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6. Experimental results 

    
     Fig. 5. Computation time for obtaining 

primitive root of prime number 

 
   The implementation of the proposed work is done 

using MATLAB tool. Figure 5 shows the importance of 
prime number p in an efficient key management of the 
group key. It is to be noted that computational time for 
obtaining the primitive root of the prime number in-
creases gradually with the increase in the prime value 
range. Prime numbers are mainly used in the crypto-
graphy, since it takes considerable time to determine 
whether it is prime number or not. For the hackers it 
takes more time to break the algorithm, rendering it 
inappropriate.  The Prime number with more computa-
tion time to obtain the primitive root of a prime number 
indicates that, the group key management algorithm 
becomes more secure and safe when the algorithm 
agrees on the largest possible prime value p. 

               

 
Fig. 6. Group key generation time versus  number of users 

 
The largest possible prime value is selected and the 

initial group setup algorithm is implemented by consi-
dering different number of users. Initially each user 
agrees on the random private key. Finally the common 
secret group key is computed by all the participants in 
the group. Figure 6 shows computation time taken by 

the algorithm for the generation of group key with va-
rying group size. At some point it is to be noted that, 
with some group size, there is a sudden increase or de-
crease in the time consumption for performing group 
key generation. This is due to the fact that, the different 
users initially agree on the random selection of private 
key. Further varying mathematical computation of ex-
ponential powers leads to the fluctuation in implemen-
tation time.  

When the group member withdrawal algorithm is 
implemented, the group key is updated with the suc-
cessful removal of the participant. This implementation 
results in a new updated group secret key and it is also 
verified that the updated group key is entirely different 
from the previous group key. 

The implementation of new group member inclusion 
algorithm also results in new updated group key with 
the addition of new participant to the group. Initially 
the new member is included to the group by randomly 
selecting the private key. Thereby the generated group 
key is completely different from the previous group key. 

7. Conclusion 

The Group key management provides fundamental 
security service in group communication. To provide 
the security of the data transmitted over an insecure 
channel, the group key is generated in reliable fashion 
and distributed among the group members. In this paper 
Group Diffie-Hellman Key Exchange algorithm is used 
to generate and distribute the secret group key. Similar-
ly with the membership changes the group key is up-
dated immediately. The proposed scheme is efficient in 
terms of providing authentication, confidentiality, inte-
grity, forward secrecy and backward secrecy. Further 
secure communication in a group can be established in 
an efficient manner by performing symmetric encryp-
tion and decryption of the message/data with the help 
of group key. The group communication is secured 
against several possible attacks (Eavesdropping, Denial 
of service (DoS) attack etc.,) by the efficient manage-
ment of group key. 
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